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SUBCOURSE OVERVIEW

This subcourse is designed to introduce you to the principles of electronic jamming and deception, to describe the main types of jamming signals, and to familiarize you with the measures established to protect our telecommunications against interception and fraudulent transmissions.

There are no prerequisites for this subcourse.

This subcourse reflects the doctrine which was current at the time it was prepared.  In your own work situation, always refer to the latest official publications.

Unless otherwise stated, the masculine gender of singular pronouns is used to refer to both men and women.

TERMINAL LEARNING OBJECTIVE

ACTION:
You will be able to distinguish between electronic warfare (EW), active and passive electronic countermeasures (ECM); identify the various types of jamming signals and communications deception; list components of communications security; explain the advantages and disadvantages of jamming; explain the purpose of communications security and authentication; and use authentication procedures.

CONDITION:
This subcourse booklet is the only material required to complete this subcourse.

STANDARD:
To demonstrate competency of this task, you must achieve a minimum of 70 percent on the subcourse examination.
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GRADING AND CERTIFICATION INSTRUCTIONS

Examination: This subcourse contains a multiple-choice examination covering the material in the two lessons.  After studying the lessons and working through the practice exercises, complete the examination.  Mark your answers in the subcourse booklet, then transfer them to the ACCP examination response sheet.  Completely black out the lettered oval which corresponds to your selection (A, B, C, or D).  Use a number 2 lead pencil to mark your responses.  When you complete the ACCP examination response sheet, mail it in the preaddressed envelope you received with this subcourse.  You will receive an examination score in the mail.  You will receive two credit hours for successful completion of this examination.
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LESSON 1

INTRODUCTION TO ELECTRONIC WARFARE

Critical Task: 113-573-6001

OVERVIEW

LESSON DESCRIPTION:

In this lesson, you will learn the various areas that require consideration in understanding EW, its purpose, and its use.

TERMINAL LEARNING OBJECTIVE:

ACTION:
Distinguish between EW, EW support measures, ECM, and electronic counter-countermeasures (ECCM).  State the objectives of ECM and ECCM; define communications jamming and deception; recognize the various types of jamming signals; follow the correct procedures when being jammed; and identify commonly used deception techniques.

CONDITION:
You will be given this subcourse booklet.  

STANDARD:
You must have a complete understanding of the types of EW, their purpose, and procedures to be followed.

REFERENCES:
The material contained in this lesson was derived from FM 24-33.
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INTRODUCTION

Electronic countermeasures is a division of EW involving actions taken to prevent or reduce an enemy's efficient use of the electromagnetic spectrum.  This lesson introduces you to the two types of ECM--jamming and deception; how to recognize and identify them; and the correct procedures to be followed when being jammed.  This lesson is presented in frames.  After you complete a frame, check your response against the desired response and proceed to the next frame.  When you feel confident that you are proficient on the information presented, take the practice exercise and check your answers against the answer key and feedback sheet before proceeding to Lesson 2.

FRAME 1

PART A: DEFINITIONS OF ELECTRONIC WARFARE TERMS

This program provides information regarding difficulties which communications may be subjected to in time of war.  First, it is worthwhile to define key EW terms.


(
ELECTRONIC WARFARE (EW) - Military action involving the use of electromagnetic energy to determine, exploit, reduce, or prevent hostile use of the electromagnetic spectrum, and action which retains friendly use of the electromagnetic spectrum.



EW is divided into three parts, electronic support measures, electronic countermeasures, and electronic counter-countermeasures.


(
ELECTRONIC WARFARE SUPPORT MEASURES (ESM) - The part of EW involving actions taken (under direct control of operational commander) to search for, intercept, locate, and identify sources of radiated electromagnetic energy for the purpose of immediate threat recognition.  Thus, ESM provides ECM, ECCM, avoidance, targeting, and other tactical employment of forces.


(
ELECTRONIC COUNTERMEASURES (ECM) - The part of EW involving actions taken to prevent or reduce effective use of the electromagnetic spectrum by hostile forces.



ECM is divided into two parts: Jamming and Deception.
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(
ELECTRONIC JAMMING - The deliberate radiation, reradiation, or reflection of electromagnetic energy with the object of degrading the effectiveness of electronic devices, equipment, or systems being used by a hostile force.


(
ELECTRONIC DECEPTION - The deliberate radiation, reradiation, alteration, absorption, enhancement, or reflection of electromagnetic energy in a manner intended to mislead hostile forces in the interpretation or use of information received by their electronic systems.



Electronic deception is divided into three parts: simulative electronic deception (SED), manipulative electronic deception (MED), and imitative electronic deception (IED).


(
SIMULATIVE ELECTRONIC DECEPTION (SED) - The creation of electromagnetic emissions to represent friendly notional or actual capabilities to mislead hostile forces.


(
MANIPULATIVE ELECTRONIC DECEPTION (MED) - The alteration of friendly electromagnetic emission characteristics, patterns, or procedures to eliminate revealing, or convey misleading, telltale indicators that may be used by hostile forces.


(
IMITATIVE ELECTRONIC DECEPTION (IED) - The introduction of radiations into unfriendly channels that imitate hostile emissions.


(
ELECTRONIC COUNTER-COUNTERMEASURES (ECCM) - The part of EW involving actions taken to retain effective friendly use of the electromagnetic spectrum.



ECCM is divided into two parts: anti-ESM which involves emission control and avoidance; and anti-ECM which involves system design, system deployment, frequency control, and operator training.

1-1.  The subject of this program is the part of EW involving actions taken to prevent or reduce the effectiveness of an enemy's equipment in transmitting or receiving signals.  This is referred to as ECM.

As a radio operator you must be aware of the enemy's attempts to ______________ or ______________ the effective use of your radio transmitter or receiver.

(1-1.  Answer: prevent, reduce)
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1-2.  The measures you take to counteract the enemy's use of ECM are defined as ECCM.  As a radio operator, your best form of ECCM is to keep operating and notify your supervisor immediately or as soon as possible.

Remember, if you suspect that your communications are being affected by enemy ECM, you must keep _____________________ and _____________________ your supervisor _____________________.

(1-2.  Answer: operating, notify, immediately)

1-3.  The intentional enemy interference that a radio operator may be subjected to may not seem dramatic; but if it can disrupt your reception of vital communications, it involves the life and death of people or the difference between victory and defeat.  You can be certain that whenever you operate a radio station in combat, the enemy will attempt to disrupt your communications using

(1-3.  Answer: electronic countermeasures)

FRAME 2

PART B - OBJECTIVES OF ELECTRONIC COUNTERMEASURES

ECM is used principally to achieve one or more of the following objectives:

(
Deny use of necessary radio communications by jamming radio reception to a point where no reception passes through.

(
Reduce range of normal radio communications.

(
Slow communications by overloading nonradio communications facilities with radio traffic.

(
Gain intelligence by provoking operators into breach of security.

(
Cause expense by necessitating the development and installation of supplementary facilities, alternate systems, and antijamming devices.
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1-4.  To jam radio reception completely is meeting the objective to ____________________ ____________________ of necessary radio communications.  To cause communications to be available for only a fraction of its normal range is meeting the objective to ____________________ ____________________ of reception.

(1-4.  Answer: deny use, reduce range)

1-5.  Communications can be diverted to nonradio communications facilities when radio reception has been completely jammed or when only a fraction of the normal range of communications is available.

This diverted radio communications causes an overloading of communications on the nonradio communications facilities, thereby ____________________ ____________________ .

(1-5.  Answer: slowing communications)

1-6.  ECM can also be used to gain intelligence.  By harassing radio operators with annoying interference jamming, breaches of security can be provoked.  If harassed radio operators are provoked into revealing valuable information, the objective to ____________________ has been successful.

(1-6.  Answer: gain intelligence)

1-7.  To cause expense can also be the objective of some ECM.  Because of jamming and deception, the development and installation of supplementary facilities, alternate systems, and antijamming devices are needed.  This causes additional expenditures of manpower, materials, and time.

In other words, the threat of ECM makes necessary the development and installation of supplementary facilities, alternate systems, and antijamming devices and equipment, which causes an additional ____________________.

(1-7.  Answer: expense)
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1-8.  Remember the five objectives of ECM are--


a.
_______________ ______________ of necessary radio communications.


b.
_______________ ______________ of normal radio communications.


c.
_______________ ______________ by overloading nonradio facilities with radio traffic.


d.
_______________ ______________ by provoking operators into breach of security.


e.
_______________ ______________ by threatening ECM.

(1-8.  Answer: deny use, reduce range, slow communications, gain intelligence, cause expense)

1-9.  One of the basic types of ECM applied against communications systems is jamming.  Communications jamming is the deliberate interference with communications systems by electronic means.

In other words, deliberately interfering with radio signals by unwanted signals is known as __________________________.

(1-9.  Answer: jamming)

1-10.  If jamming is to be effective as an electronic countermeasure, a jamming transmitter must put out a strong, continuous signal at the same frequency as the signal being jammed.  If the jamming signal is NOT strong or continuous, information will come through; therefore, the jamming has not been _______________________________.

(1-10.  Answer: effective)
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1-11.  The two basic types of jamming transmitters are the barrage jammer and the spot jammer.  Barrage jammers transmit signals over a wide band of frequencies to interfere with as many channels as possible, and spot jammers transmit signals by a single jammer on a single frequency.

If a selected frequency is being jammed, a ___________________ ___________________ is probably being used, but if a band of frequencies is being jammed, a ___________________ ___________________ is probably being used.

(1-11.  Answer: spot jammer, barrage jammer)

1-12.  Using a barrage jammer ensures that all channels within its bandwidth and transmission are subjected to interference.  Since barrage jammer's transmitters are putting out a signal over a wide band of frequency, power is being wasted on frequencies that have no operating stations.  On these frequencies where no stations are operating, _______________ is wasted.  When signals are put out over wide bandwidths, _______________ jammers are being used.

(1-12.  Answer: power, barrage)

1-13.  Besides wasting power, the barrage jammer can also jam both friendly and enemy communications operating in the same frequency band.  A disadvantage of the barrage jammer, then, can be that it jams both _______________ and enemy communications.

(1-13.  Answer: friendly)

1-14.  Spot jamming is very accurate and effective for controlling jamming of selected frequencies.  Since the spot jammer can concentrate all of its power on the selected frequencies, it makes much better use of the power output.

As long as there are selected frequencies to jam, the most accurate and effective means of controlling jamming would be by the _______________ jammer.

(1-14.  Answer: spot)
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1-15.  Since the spot jammer jams only selected frequencies, prior search and detection is needed to acquire a signal, from a remote source, which is within the narrow predetermined tolerances of the jammer.

For spot jamming to be effective, the signal within the narrow predetermined tolerance of the jammer to be used must be acquired by prior ________________ and ________________.

(1-15.Answer: search, detection)

FRAME 3

PART C - VARIATIONS OF SPOT JAMMING

There are several variations of the spot jamming technique.

(
Sequential multispot.

(
Simultaneous multispot.

(
Swept spot, or sweep.

1-16.  The sequential multispot method is a variation that uses a single jammer against multiple frequencies on a time-sharing basis.  If several predetermined frequencies are each jammed in rapid order, a ________________ ________________ method of jamming has been used.

(1-16.  Answer: sequential multispot)
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1-17.  Since each predetermined frequency is jammed individually in rapid order with the sequential multispot method, each frequency receives full power output of the jammer for a short period of time.  Also, if the cycling is rapid enough, jamming can appear to be continuous at each frequency.  Therefore, sequential multispot jamming uses a single jammer to jam each frequency _________________ on a _________________ -sharing basis.

(1-17.  Answer: individually, time)

1-18.  The simultaneous multispot method of jamming uses a single jammer against many frequencies on a power-sharing basis.  If a number of preselected frequencies are jammed at one time, with the jamming POWER divided equally among the frequencies, the _________________ _________________ method is used.

(1-18.  Answer: simultaneous multispot)

1-19.  Since the simultaneous multispot method means jamming several predetermined frequencies simultaneously, output power is being divided among the frequencies.  This means that no frequency receives full output power from the jammer continuously.  Therefore, the simultaneous multispot jamming technique is indicated if a single jammer is used to simultaneously jam preselected frequencies on a _________________ -sharing basis.

(1-19.  Answer: power)

1-20.  The last variation of the spot jammer to be considered is the swept spot, or sweep jammer.  The swept-spot method is the programmed frequency variation, or sweep, of a single spot jammer within a predetermined frequency band.  By using a swept spot, all available power is concentrated for a short period of time on each frequency in a frequency band, but jamming signals are not continuous on any frequency.

To jam a band of frequencies by jamming each frequency of the band for a short period of time, a _________________ -_________________ would be needed.

(1-20.  Answer: swept-spot)
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FRAME 4

PART D - TYPES OF JAMMING SIGNALS


(
It is important for a radio operator to distinguish jamming signals from other types of interference.  Therefore, each operator should become familiar with the characteristic sounds of jamming signals.


(
Included among the types of jamming signals are spark, random noise, sweep-through, stepped-tone, various CW-based signals, beat tones, babbled voices, recorded music, and assorted other sounds.


(
It can be assumed that unfriendly forces are constantly trying to perfect and use new and more confusing forms of jamming signals.

1-21.  The spark jamming signal is one of the simplest and easiest produced of all jamming signals.  To the operator, spark jamming appears to be a loud burst of noise of short duration and high intensity, usually repeated at a rapid rate. 

Because of the rapid repetition rate and time required for the receiver, earphones, and human ear to recover from the loud burst of noise, the _________________ jamming signal is very effective.

(1-21.  Answer: spark)

1-22.  The spark signal has a broadband characteristic that makes it possible for a single jammer to cause the interference on several adjacent communications channels.  Thus, a spark jamming signal can be identified by a _________________ burst of noise of short duration and high intensity that can jam several _________________ __________________________________.

(1-22.  Answer: loud, adjacent communications channels)
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1-23.  A random noise jamming signal is probably the most effective and dangerous type of communications jamming because the operator can mistake it for receiver or atmospheric noise and fail to report it.  This jamming sounds like normal interference that is heard when the gain of the receiver is turned up high and the receiver is not tuned to a signal.

A jamming signal that sounds like normal interference and is difficult to recognize as jamming is a _______________ _______________ jamming signal.

(1-23.  Answer: random noise)

1-24.  A random noise jamming signal is effective against most types of radio communications, and the jamming noise cannot be eliminated without removing the desired signal.  Because a random noise jamming signal sounds like _______________ interference and cannot be _______________ without removing the desired signal, it is a most effective and dangerous type of jamming.

(1-24.  Answer: normal, eliminated)

1-25.  The sweep-through jamming signal is a signal that is swept back and forth across a frequency band at a relatively rapid rate.  At low speeds, the sweep-through jamming signal sounds like an outboard motor, and at higher speeds it resembles the sound of a piston aircraft engine.

Therefore, a sweep-through jamming signal can be recognized as interference that sounds like an _______________ motor or a _______________ _______________ engine.

(1-25.  Answer: outboard, piston aircraft)

1-26.  A high-speed, sweep-through jamming signal masks or obliterates all types of voice transmission.  Therefore, you can expect the enemy to jam your transmissions effectively by using a ___________-speed, ___________-___________ jamming signal.

(1-26.  Answer: high, sweep-through)
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1-27.  Jamming produced by three to five audio tones transmitted in an increasing and then decreasing pitch repeated over and over again is known as stepped tones.  This sound resembles that made by Scottish bagpipes.

Thus, stepped-tone jamming signals can be identified by an interference resembling Scottish _________________________________.

(1-27.  Answer: bagpipes)

1-28.  Although stepped-tone jamming is easier to read through than the masking type of jamming, it is still effective because the constant, monotonous repetition of notes irritates and tires the operator.

The type of jamming that sounds like bagpipes and is annoying to the operator even though it may be read through is the ___________-___________ jamming signal.

(1-28.  Answer:   stepped-tone)

FRAME 5

PART E - CONTINUOUS-WAVE (CW) JAMMING

There are several forms of CW jamming.


(
Random-keyed CW jamming is produced by an unmodulated carrier keyed at random.


(
Keyed CW jamming is similar to random-keyed CW jamming except that actual Morse code characters are transmitted at the same, or faster, rate than the signal being jammed.


(
Random-keyed modulated CW jamming is produced by keying a CW signal at random and modulating this keyed signal with spark noise.
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1-29.  Random-keyed it CW jamming is used against radio facsimile and CW circuits.  Automated equipment cannot distinguish the random dots and dashes from the desired message, and CW operators may even find it difficult or impossible to read.

A jamming signal that is an unmodulated carrier keyed at random is called a ___________-___________ ___________ signal.

(1-29.  Answer: random-keyed CW)

1-30.  The keyed CW jamming signal is used primarily against radiotelegraph receivers which cannot distinguish between the jammed and the desired signal.  A jamming signal that is used against radiotelegraph and transmits actual Morse code characters at the same or faster rate than the desired signal is known as ___________ jamming.

(1-30.  Answer: keyed CW)

1-31.  The random-keyed modulated CW jamming signal is very effective against voice channels.  Thus, a random-keyed modulated CW jammed signal is a CW signal keyed at ___________ and then ___________ with spark noise.  It is used against ___________ channels.

(1-31.  Answer: random, modulated, voice)

1-32.  Beat notes with continuous or varying pitch are another type of jamming signal.  A howling sound is produced by varying the pitch of the CW tone and is very disruptive on voice circuits.  A loud, continuous, high-pitched CW tone can also be very irritating to a radio operator.  Varying beat notes that sound like ___________ are very disruptive to ___________ circuits.

(1-32.  Answer:  howling, voice)
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1-33.  The use of voices to jam voice circuits is babbled-voice jamming.  A very effective form of babbled-voice jamming, called cocktail party, sounds like a crowd of people engaged in simultaneous conversation.  If the jamming signal's strength is greater than the desired message, it makes reception very difficult.  A form of babbled-voice jamming called ___________ ___________ is therefore very effective in jamming voice circuits.

(1-33.  Answer: cocktail party)

1-34.  Recorded music can also be used to jam voice channels.  This type of jamming can appear to be an ordinary broadcast being received on a harmonic to conceal the fact that it is deliberate.

Radio operators can therefore find themselves listening to pleasant ___________ ___________ instead of paying attention to important voice messages.

(1-34.  Answer: recorded music)

1-35.  Other types of jamming used to jam voice channels are the cry of a sea gull, grunting, applause, the sound of a locomotive, and many others.  These forms of jamming, especially in combination, can degrade reception when low-power transmitters are being used by the target circuits.  Thus, jamming reception becomes much easier when ___________ ___________ are being used by the target circuit.

(1-35.  Answer: low-power transmitters)
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FRAME 6

PART F - DISADVANTAGES OF JAMMING

There are some specific disadvantages to jamming which may cause the enemy to refrain from using it.  The five principal reasons for not jamming are--


(
Loss of intelligence.


(
Compromise of a future jamming effort.


(
Loss of tactical surprise.


(
Jamming one's own communications.


(
Retaliation.

1-36.  If a jammed radio net is unusable, it is impossible to intercept any radio traffic to gain intelligence.  Less severe jamming can even cause the loss of intelligence if the jamming transmitter is near the intercept receiver.  Therefore, jamming cannot be used if the enemy does not want to lose ________________.

(1-36.  Answer: intelligence)

1-37.  Since jamming causes loss of intelligence, the enemy can jam only some of the nets and intercept the remaining nets that have been forced to carry important traffic.

Therefore, in a situation where a number of nets are available, the enemy can only jam part of the nets so the remaining nets that have been forced to carry important traffic can be ________________.

(1-37.  Answer: intercepted)
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1-38.  By jamming, the enemy can disclose the type of jamming available and enable operators to prepare to counter it, thus compromising future jamming.  The enemy may find it unwise to use jamming in small operations, because such use may _________________ _________________ _________________ efforts by disclosing the type of jamming used and helping the operator prepare to counter it.

(1-38.  Answer: compromise future jamming)

1-39.  Since both friendly and enemy forces use the same frequencies or frequency bands for communications, transmitting jamming signals can be jamming one's own communications.

This is especially likely to happen if barrage jammers are used or if nets of the same type operate in the same or adjacent frequencies.

Therefore, the enemy may refrain from jamming communications because of the possibility of jamming one's ______ communications.

(1-39.  Answer: own)

1-40.  The last principal reason not to jam is the possibility of retaliation.  Retaliation can result in a responsive use of jamming by one side against the communications nets of the other.

Although _________________ can deter the enemy in some cases, the enemy will probably jam when he has the means and when it appears to be tactically advantageous.

(1-40.  Answer: retaliation)
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FRAME 7

PART G - OPERATOR'S DUTIES WHEN JAMMED

Before concluding the discussion of communications jamming, radio operators should note three points.


(
Transmit a stronger signal toward a vulnerable receiver than normally would be required.


(
Continue radio operation even if jamming is successful.


(
Report jamming promptly, accurately, and completely to the communications supervisor.

1-41.  By careful engineering of communications systems, jamming can be minimized, or even eliminated.  An effective means of minimizing jamming is to transmit a stronger signal than normal toward a vulnerable receiver.  This can be done if the transmitter is capable of producing different levels of output power.  The extra power produces a high signal-to-jamming ratio at the receiver.  Thus, to effectively minimize jamming, transmit a ____________________ (stronger/weaker) signal than normal toward a ____________________ receiver.

(1-41.  Answer: stronger, vulnerable)

1-42.  If hostile jamming is taking place, the one basic rule that an operator should follow is to continue radio operation regardless of the noise level and the availability of alternate means of communications, unless otherwise ordered.  A shutdown station tells the enemy jammer that his efforts have been successful.  The enemy can never be certain that his jamming is successful if radio operation is ________________.

(1-42.  Answer: shutdown)

1-43.  If individual stations have shut down during jamming, the enemy shifts to another station.  By continued operation, enemy jamming equipment is effectively tied down by persisting in jamming the station.  Therefore, the best way to protect other stations from ECM attack is to ________________ ________________ ________________.

(1-43.  Answer: continue radio operation)
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1-44.  Another important point for radio operators to follow when jammed is to report the jamming to the communications supervisor promptly, accurately, and completely.  Reports from radio operators frequently provide intelligence on the extent of enemy actions and when correlated at headquarters, can serve as a warning of impending enemy operations.  It is important to have prompt, accurate, and complete ______________ of enemy jamming.

(1-44.  Answer: reporting)

FRAME 8

PART H - TYPES OF COMMUNICATIONS DECEPTION

Communications deception is divided into two major types: imitative and manipulative.


(
Imitative deception is the intrusion into the communications channels of an enemy for the purpose of deceiving or confusing him.


(
Manipulative deception is the insertion of incorrect and misleading information into one's own communications channels to deceive a listening enemy.  Simulative deception is a form of manipulative deception that simulates units, installations, and activities.

1-45.  Communications jamming is only one type of ECM applied against communications systems.  Communications deception is another type of ECM.  Communications deception is an attempt to confuse or misinform radio operators and others who must read and act upon the messages.  Enemy operators can be expected to use many approaches to mislead our operators on a given net regarding their identification.

Any attempt to confuse or mislead by transmitting false messages is communications __________________________.

(1-45.  Answer: deception)
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1-46.  The type of deception that intrudes in the communications channels of an enemy is _________________ deception.

(1-46.  Answer: imitative)

1-47.  To insert incorrect or misleading information into one's own communications channel to deceive the enemy who may be listening is _________________ deception.

(1-47.  Answer: manipulative)

1-48.  Simulative deception involves the creation of electronic transmissions simulating friendly units, installations, or activities to confuse and deceive the enemy as to location, strength, or movement of forces.

Therefore, simulative deception is _________________ deception that _________________ unit, installations, and activities to confuse or deceive the enemy.

(1-48.  Answer: manipulative, simulates)

FRAME 9

PART I - CONDITIONS FOR SUCCESSFUL IMITATIVE DECEPTION


(
Since this program is concerned with forms of deception that the enemy can use against friendly forces, imitative communications deception is the chief interest.


(
It is difficult for the enemy to make imitative communications deception appear natural, but under the following conditions there is a reasonable chance of success:


(1)
When sets are manned by inexperienced, unskilled, or unseasoned operators.


(2)
When the number of stations is large or subjected to frequent changes.


(3)
When call signs or multiple calls are confused.
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(4)
When weak signals, interference, atmospheric disturbances, or off-frequency operations make communications difficult.


(5)
When combat is imminent or in progress.


(6)
When net discipline is not enforced.

1-49.  Inexperienced, unskilled, or unseasoned operators, and operators who have speech or other peculiarities that are easily imitated, are examples of specific conditions favoring deception.  The enemy uses deception by taking advantage of the _____________, _____________, and _____________ operators.

(1-49.  Answer: inexperienced, unskilled, unseasoned)

1-50.  In general, when net discipline is poor and operating procedures are careless or inaccurate, the net is vulnerable.  The enemy notes any sloppiness or unusual characteristics an operator possesses and use this knowledge at the proper time.  Radio nets are very vulnerable to enemy deception when net _____________ is poor.

(1-50.  Answer: discipline)

1-51.  When the number of stations in the net is large or subject to frequent changes, operators cannot know all other operators or be certain how many stations are in the net.  This makes it easy for an enemy station to enter the net and pass for a friendly station.

Therefore, the enemy is most likely to enter your net if there is confusion caused by a _____________ number of stations in your net or _____________ changes in the number of stations.

(1-51.  Answer: large, frequent)
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1-52.  Confused call signs are also a favorable condition for deception.  Enemy operators can attempt to increase the confusion by transmitting garbled messages, creating misunderstandings, or causing arguments.

Thus, the enemy takes advantage of call signs that are _____________ to use deception techniques.

(1-52.  Answer: confused)

1-53.  Weak signals, interference, atmospheric disturbances, or off-frequency operations make communications difficult and deception easy.  With these conditions it is not easy to recognize friendly stations, and authentication procedures are less reliable.  Authentication procedures are less reliable when there are _______________ signals, ________________,atmospheric ________________, and ________________-________________ operations.

(1-53.  Answer: weak, interference, disturbances, off-frequency)

1-54.  When combat is imminent or in progress, especially during the critical stages, radio nets are especially susceptible to deception.  During times of heavy traffic load and limited transmission, proper communications procedures tend to be relaxed.  The rapid movement of troops and displacement of radio operations makes positive identification of calls and acknowledgement difficult.  Deception is particularly troublesome when _____________ is imminent or in progress.

(1-54.  Answer: combat)
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1-55.  Remember, several conditions are favorable to successful deception.  Operators who are _________________, _________________ or _________________.

_________________ number of stations in the net and frequent _________________.

_________________ call signs or multiple calls.

_________________ signals, _________________, atmospheric _______________,or _________________-_________________ operations.

_________________ is imminent or in progress.

(1-55.  Answer: inexperienced, unskilled, unseasoned, large, changes, confused, weak, interference, disturbances, off-frequency, combat)

FRAME 10

PART J - DELAYING AND CONFUSION TACTICS

Deception operators can be expected to use many approaches to mislead operators on a given net regarding their identification.  Enemy radio operators might use the following tactics to delay or confuse communications.


(
Use the call signal of a friendly station to answer net calls and accept traffic.


(
Offer coded traffic that cannot be decoded.


(
Change CW tone, keying characteristics, and frequency to resemble those of the friendly station they are imitating.


(
Pretend to have important traffic causing delays and creating confusion.


(
Transmit false orders and instructions, countermand existing orders, or issue conflicting statements.


(
Break listening silence by using distress calls, obscene language, and insults.
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1-56.  If the station to which a call sign is assigned fails to answer, the enemy station can accept the message and acknowledge receipt.  By doing so, the enemy can suppress high-priority traffic which no friendly station has been able to copy completely and correctly.  The enemy can use imitative deception by using the ________________ ________________ of a friendly station to answer net calls and accept traffic.

(1-56.  Answer: call sign)

1-57.  A delaying tactic often used by the enemy is to offer _____ traffic that cannot be decoded.

(1-57.  Answer: coded)

1-58.  To delay communications, the enemy can change his CW ______, __________________ characteristics, and __________________ to resemble the friendly station he is imitating.

(1-58.  Answer: tone, keying, frequency)

1-59.  An enemy operator can also pretend to have important traffic, causing delays and creating confusion.  He can induce several stations to answer with a go-ahead signal, and then pretend not to hear their signal and can call repeatedly.  The resulting confusion effectively delays __________________ traffic.

(1-59.  Answer: important)


1-23
SS0652

1-60.  Other means of creating confusion are to transmit false orders and instructions, countermand existing orders, or issue conflicting statements.  The enemy can even resort to distress calls, obscene language, and insults, causing a station to break listening silence and thus locating it.  These tactics are especially dangerous at critical times during combat.  Confusion tactics that are especially dangerous during combat are transmitting _____________ orders and instructions, _____________ existing orders, issuing _____________ statements, or trying to break listening silence by _____________ calls, _____________ language, and _____________.

(1-60.  Answer: false, countermanding, conflicting, distress, obscene, insults)

1-61.  REMEMBER


a.
Learn to recognize enemy jamming signals, and when you receive enemy interference, DON'T PANIC.


b.
Continue to ____________ and ____________ incident to your supervisor immediately.

(1-61.  Answer: operate, report)
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LESSON 1

PRACTICE EXERCISE

The following items will test your comprehension of the material covered in this lesson.  There is only one correct answer for each item.  When you complete the exercise, check your answer with the answer key that follows the practice exercise.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.

Situation: As the radio operator in Bravo Company, 360th Signal Battalion, operating in a hostile environment, it is your responsibility to be able to identify possible EW techniques and measures to take to counteract them.  The following questions are designed to test your understanding of EW.

1.
What is the part of EW that involves any action taken to prevent or reduce the enemy's use of communications equipment in transmitting or receiving signals?


A.
Radio deception.


B.
Electronic deception.


C.
ECM.


D.
ECCM.

2.
If ECM is to be effective, the output signal of the jamming transmitter must be on the same frequency as the signal being jammed.  How is the jamming transmitter signal further characterized?


A.
By a distorted signal.


B.
By a strong, continuous signal.


C.
By a stepped-tone signal.


D.
By a signal with a high noise ratio.
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3.
What are the two basic types of jamming signals?


A.
Spot and barrage jamming.


B.
Sweepspot and spark jamming.


C.
Multispot and rapid-order jamming.


D.
Multispot and power-sharing jamming.

4.
When using a single jammer, what method of jamming is used to jam several predetermined frequencies on a time-sharing basis?


A.
Sweep jamming.


B.
Programmed jamming.


C.
Simultaneous multispot jamming.


D.
Sequential multispot jamming.

5.
There are various jamming techniques used to jam transmissions.  What is one of the simplest forms of jamming?


A.
Electric spark.


B.
Effective wideband signal.


C.
Automatic radio teletypewriter signal.


D.
Interrupted Morse code signal over radio circuits.

6.
There is one type of jamming that sounds like normal background interference, but it cannot be eliminated without removing the desired signal.  What is this type of jamming that is considered to be a most effective type of communications jamming?


A.
Spark jamming.


B.
Stepped-tone jamming.


C.
Random-noise jamming.


D.
Random-keyed CW jamming.
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7.
What type of jamming is accomplished by producing bagpipe-like sounds, which are made of three to five tones repeated over and over again?


A.
Keyed CW jamming.


B.
Beat-note jamming.


C.
Sweepthrough jamming.


D.
Stepped-tone jamming.
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LESSON 1

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

Item
Correct Answer and Feedback
1.
C.
ECM.

ELECTRONIC COUNTERMEASURES (ECM) - That division of EW involving actions taken to prevent or reduce an enemy's efficient use of the electromagnetic spectrum.  (page 1-2, Frame 1).

2.
B.
By a strong, continuous signal.

If jamming is to be effective as an ECM, a jamming transmitter must put out a strong continuous signal at the same frequency as the signal being jammed.  (page 1-6, paragraph 1-10).

3.
A.
Spot and barrage jamming.

The two basic types of jamming transmitters are the barrage jammer and the spot jammer.  (page 1-7, paragraph 1-11).

4.
D.
Sequential multispot jamming.

The sequential multispot method is a variation that uses a single jammer against multiple frequencies on a time-sharing basis.  (page 1-8, paragraph 1-16).

5.
A.
Electric spark.

The spark jamming signal is one of the simplest and easiest produced of all jamming signals.  (page 1-10, paragraph 1-21).

6.
C.
Random-noise jamming.

A random noise jamming signal is effective against most types of radio communications, and the jamming noise cannot be eliminated without removing the desired signal.  (page 1-11, paragraph 1-24).
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Item
Correct Answer and Feedback

7.
D.
Stepped-tone jamming.

Jamming produced by three to five audio tones transmitted in an increasing and then decreasing pitch repeated over and over again is known as stepped tones.  This sound resembles the sounds made by bagpipes.  (page 1-12, paragraph 1-28).
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LESSON 2

RADIO TRANSMISSION SECURITY

Critical Task: 113-573-6001

OVERVIEW

LESSON DESCRIPTION:

In this lesson you will learn the various areas that require consideration in communications security and authentication.

TERMINAL LEARNING OBJECTIVE:

ACTION:
Identify the goals of communications security; indicate how to achieve communications security; describe the requirements of military communications; define authentication procedures; and use authentication procedures.

CONDITION:
You will be given this subcourse booklet.

STANDARD:
You must have a complete understanding of communications requirements, its security goals, and how to achieve it through the use of authentication procedures.

REFERENCES:
The material contained in this lesson was derived from FM 24-33.

INTRODUCTION

Battles are won or lost through the effective or ineffective use of communications.  The enemy can derive valuable and critical data from the disclosure of military information.  Through the effective use of communications security, we are able to surprise the enemy as well as reduce susceptibility to enemy attack against our forces.  This lesson will teach you how to achieve communications security as a radio operator.  This lesson, as in Lesson 1, is presented in frames.  After you complete a frame, check your response and proceed to the next frame.  When you feel confident that you are proficient on the information presented, take the practice exercise and check your answers against the answer key and feedback sheet before taking the final examination.
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DEFENSE AGAINST ENEMY EFFORTS TO DISRUPT OR DESTROY

OUR EFFECTIVE USE OF THE ELECTROMAGNETIC SPECTRUM

FOR COMMUNICATIONS IS THE RESPONSIBILITY OF EVERY

COMMUNICATOR

FRAME 1

PART A - DEFINITION OF COMMUNICATIONS SECURITY

Communications security (COMSEC) is the protection resulting from all measures designed to deny unauthorized persons valuable information which might be derived from the possession and study of telecommunications, or to mislead unauthorized persons in the interpretations of the results of each study.  The application of COMSEC procedures rely heavily on the operator's attitude of alertness and attention to details.

2-1.  Every radio transmission offers information to a listening enemy.  The alert communicator assumes the enemy is listening every time he makes a radio transmission.  Through attention to detail, COMSEC makes it possible to conceal the location, composition, movement, and plans of our armed forces.

COMSEC requires an attitude of ________________________ and ________________________ to detail.

(2-1.  Answer: alertness, attention)

2-2.  COMSEC makes it possible to ________________________ the location, composition, movements, and plans of our armed forces.

(2-2.  Answer: conceal)
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2-3.  COMSEC also makes it possible to obtain tactical or strategic surprise against an enemy, and to reduce susceptibility to enemy attack resulting from disclosure of military information.

Remember, tactical or strategic ____________________ against an enemy is made possible by maintaining COMSEC.

(2-3.  Answer: surprise)

2-4.  Effective COMSEC measures deny unauthorized persons valuable information which might be derived from the possession and study of telecommunications, or mislead unauthorized persons in their interpretations of the results of such study.

COMSEC provides protection for ____________________ information which might be derived by ____________________ persons from the study of telecommunications.

(2-4.  Answer: valuable, unauthorized)

FRAME 2

PART B - FUNDAMENTAL REQUIREMENTS OF MILITARY COMMUNICATIONS

The three fundamental requirements of military communications are reliability, security, and speed.  Reliability of communications requires assurance that a message is delivered in intelligible form to the proper addressee, and that the meaning intended by the originator is not altered or obscured in the process.  Reliability is always of paramount importance.  However, there is a variable or changeable relationship between security and speed.  In the planning stages of an operation, for example, when only a few persons should know what is contemplated, security is far more important than speed.  But as the time of execution approaches, additional persons must know the plan, and preparations cannot be so effectively concealed.  Speed is then increasingly important.
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2-5.  Reliability, security, and speed are the fundamental requirements of military communications.  When you transmit a message from station A to station B, _______________ is always of paramount importance.

(2-5.  Answer: reliability)

2-6.  There is always a shifting relationship between security and speed.  Security is far more important than speed in the _______________ stages of an operation.

(2-6.  Answer: planning)

2-7.  As the time for execution of an operation approaches, many persons must know the plan.  Then, _______________ becomes increasingly important.

(2-7.  Answer:   speed)

2-8.  The three basic requirements of military communications are _______________, _______________, and _______________.

(2-8.  Answer: reliability, security, speed)

FRAME 3

PART C - PHYSICAL SECURITY

The backbone of any command and control structure is reliable communications because of its influence of the course of battle.  Two important components of COMSEC are physical security and transmission security.

Physical security results from all physical measures necessary to safeguard classified equipment, material, and documents from access to or observation by unauthorized persons.
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2-9.  It is the duty of the operator to ensure that no transmission, action, or omission on his part can directly or indirectly provide the enemy with useful information.  One way the operator fulfills this responsibility is by meeting the requirements of physical security.  Radio operators must ensure the ____________________ security of all material under their control.

(2-9.  Answer: physical)

2-10.  Unauthorized persons must not be permitted to handle, inspect, or photograph classified equipment, documents, or messages.  Every individual is responsible for the physical security of ____________________ material, regardless of his security clearance.

(2-10.  Answer: classified)

2-11.  Physical security depends on several safeguarding procedures.  It is important that unauthorized persons not be permitted to handle, ____________________, or ____________________ equipment, documents, or messages.

(2-11.  Answer: inspect, photograph)

FRAME 4

PART D - TRANSMISSION SECURITY

Transmission security results from all measures designed to protect transmissions from unauthorized interception, traffic analysis, imitative deception, and direction finding.
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2-12.  A great majority of the information on which the enemy can act is, by itself, unclassified.  By correlation and analysis, this seemingly unimportant information can be of great value.  With the advent of improved interception techniques, the need to _______________ all transmissions becomes more important.

(2-12.  Answer: protect)

2-13.  Strict adherence to the principles of transmission security helps protect a radio set from _______________ _______________, _______________ _______________,and _______________ _______________.

(2-13.  Answer: unauthorized interception, traffic analysis, imitative deception)

2-14.  You must assume the enemy uses radio direction finding and radio interception equipment on all transmissions.  Enemy use of radio direction finders may disclose the position of your transmitting station.  However, the enemy is less likely to obtain suitable bearings when transmissions are short.

The possibility of interception and direction finding increases with your length of the transmission.  It makes good sense to keep your transmission as ___________ as possible.

(2-14.  Answer: short)

2-15.  When speed of service is essential, transmission in the clear of material classified up to and including SECRET is authorized.  In combat, when speed of service is essential, transmission in the ___________ of material classified up to and including ___________ is authorized.

(2-15.  Answer: clear, SECRET)
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2-16.  Traffic analysis includes statistical studies of messages or transmissions and the correlation of these studies to give information on volume, types, directional flow, and peak and low periods of traffic.  Traffic analysis is prevented by using dummy traffic to preclude or confuse the study.  The introduction of _______________ traffic in a radio net is a method often used to prevent _______________ _______________.

(2-16.  Answer: dummy, traffic analysis)

2-17.  Traffic flow security is another means of preventing traffic analysis.  A continuous flow of random signals is used with no indication as to whether they are encrypted messages or random fillers.  In addition to the use of dummy traffic, traffic analysis can be prevented by providing security of _______________ _______________.

(2-17.  Answer: traffic flow)

2-18.  An analysis of our traffic can be prevented by using _______________ traffic or by providing traffic flow _______________.

(2-18.  Answer: dummy, security)

2-19.  Interception of the radio signals cannot be prevented or detected.  Wire is less vulnerable but is still susceptible to taps or unauthorized listening devices.  The medium most susceptible to interception is _______________.

(2-19.  Answer: radio)

2-20.  The possibility of interception of radio signals can be reduced by using directional antennas, low power output, and radio listening silence.  Measures often used to reduce the possibility of intercepting radio signals are using _______________ antennas and low_______________ _______________.

(2-20.  Answer: directional, power output)
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2-21.  Authentication is a security measure designed to protect a communications system against fraudulent transmissions (imitative deception).  The authentication system used within a command is specified in accordance with the SOI.  The most effective method of preventing _______________ deception is by using _______________ systems.

(2-21.  Answer: imitative, authentication)

2-22.  If an enemy has intercepted our communications, he can then attempt to introduce false traffic into the system or to imitate a station in the net.  The most effective method of preventing imitative deception is by using _______________ _______________.

(2-22.  Answer: authentication systems)

2-23.  In the challenge and reply authentication system, the called party always makes the first challenge.  When the caller desires authentication, he must first invite a challenge from the called party by stating that he is prepared to authenticate.  If an incorrect reply is received, the called party should rechallenge with another randomly selected challenge.

The first challenge will always be made by the _______________ _______________.

(2-23.  Answer: called party)

2-24.  The challenging party randomly selects two letters from a prepared authentication table and transmits them as a challenge.  The party being challenged locates the first letter of the challenge in the left-hand column, then proceeds horizontally across this line to the second letter of the challenge.  The reply is the cipher letter directly below the second letter of the challenge.
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AUTHENTICATION TABLE
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Example: CHALLENGE; Charlie, Xray
REPLY: India

The authenticator for the challenge Delta Lima is _______________.

(2-24.  Answer: Kilo)
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2-25.  The test element in the authentication table is the challenge and consists of _______________ letters.  The challenge is also called the _______________ _______________.

(2-25.  Answer: two, test element)

2-26.  The reply to a challenge normally consists of _______________ letter(s), which is called the _______________.

(2-26.  Answer: one, authenticator)

2-27.  Even incorrectly authenticated transmissions can be genuine.  Such messages should be delivered without delay, but must be marked "NOT AUTHENTICATED." The addressee then decides their authenticity.

If a radio operator receives a message from a station that gives an incorrect authenticator when challenged, he should--


a.
Disregard the message.


b.
Copy the message and send it to the addressee as is.


c.
Copy the message and send it to the addressee marked "NOT AUTHENTICATED."

(2-27.  Answer:  c.  Copy the message and send it to the addressee marked "NOT AUTHENTICATED.")

2-28.  Authentication is mandatory when any station suspects imitative communications deception on any circuit.  Without security, even the most efficient communications system is worthless.  Demand _______________ whenever you suspect imitative communications deception on any circuit.

(2-28.  Answer: authentication)

SS0652
2-10

FRAME 5

The challenge and reply authentication system uses the test element and an authenticator.  Another system, which is referred to as transmission authentication, is used ONLY when authentication becomes necessary for a station and it is either not possible or not operationally desirable for the receiving station or stations to reply; for example, when the net control station (NCS) directs or imposes radio or listening silence on a net.  The transmission authentication table consists of numbered columns of digraphs.  The columns are numbered to facilitate allocation of digraphs to selected stations to avoid reuse of digraphs during a given cryptoperiod.  When it becomes necessary to use transmission authentication, the first or next unused digraph is selected.

TRANSMISSION AUTHENTICATION TABLE
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For voice transmission, the authentication digraph is transmitted phonetically immediately preceding the ending proword, prefixed by the phase "Authentication is __________ __________."  For example, if the digraph is HF, use the phrase "Authentication is Hotel Foxtrot."

2-29.  All stations in the communications net must line through each used digraph to prevent its reuse.  Any attempted reuse of a digraph in the same communications net must be considered as an attempted intrusion.  The reuse of any digraph in a communications net is prevented since each station in the net must __________ __________ each __________ that is used.

(2-29.  Answer: line through, digraph)
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2-30.  Assume that you are operating a radio station under listening silence and you receive a message addressed to your call sign.  The message directs you to change your operating frequency.  You will change frequency ONLY if you receive the correct ________________ ________________.

(2-30.  Answer: authentication digraph)

2-31.  If you are transmitting a message, you should not require a station to break an imposed radio ________________ for the sole purpose of accomplishing ________________.

(2-31.  Answer: silence, authentication)

2-32.  Radio Station W6T received a call from someone who identified himself as the operator at Station R7I.  The caller requested a communications check and asked what time the helicopters were departing in the morning.  The answer was: "0730." But then the W6T operator found he had made a mistake and called R7I to say so.  The R7I operator had not been on the air all night, and he had made no such request.

Voice recognition must not be relied upon as a substitute for ________________.

(2-32.  Answer:  authentication)
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2-33.  A command post bunker switchboard received a request for illumination at Concentration 35.  A patrol was operating in that vicinity, and the illumination was provided.  A few minutes later a request was received for high explosive artillery fire at Concentration 1 which, on the alternate defense plan, was the same as Concentration 35.  This request was followed by an instant "out." Authentication, therefore, could not be initiated, but the patrol was called immediately for verification.  It was found that the patrol, well within the perimeters of Concentrations 1 and 35, had not requested either the high-explosive fire or the illumination.  There are many instances when ______________________ is not mandatory, but it is desirable when making initial contact or resuming contact after prolonged interruptions.  When initial contact is made, or contact is resumed after prolonged interruptions, _____________ is desirable.

(2-33.  Answer: authentication, authentication)

2-34.  Authentication is mandatory when a station is authorized to transmit a classified message in the clear and when transmitting in the blind; that is, without getting a receipt for its traffic.  The station authorized to transmit a classified message in the _____________ must _____________.  A station transmitting in the _____________ must _____________.

(2-34.  Answer: clear, authenticate, blind, authenticate)

2-35.  A test element and an authenticator are used in the _____________and _____________ authentication system.  In the transmission authentication system, _____________ are used.

(2-35.  Answer: challenge, reply, digraphs)

2-36.  The transmission authentication table consists of numbered columns of _____________.  The challenge and reply authentication table consists of columns of _____________.

(2-36.  Answer:   digraphs, letters)
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2-37.  Authentication is mandatory when a station suspects __________ __________,when it is not operationally desirable for the __________ station to __________, when directing a station to __________ an imposed __________ silence, when transmitting a __________ message in the __________, and when transmitting in the __________.

(2-37.  Answer: imitative deception, receiving, reply, break, radio, classified, clear, blind)
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LESSON 2

PRACTICE EXERCISE

The following items will test your comprehension of the material covered in this lesson.  There is only one correct answer for each item.  When you complete the exercise, check your answer with the answer key that follows the practice exercise.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.

Situation: You are a radio operator in Bravo Company, 360th Signal Battalion.  Intelligence sources have reported that the enemy is expected to attempt to breach your company's security through the use of EW.  The following questions are designed to test your understanding of transmission security.

1.
What is the type of collective measures used to deny unauthorized persons access to information that can be derived from our telecommunications?


A.
Physical security.


B.
Electronic security.


C.
Transmission security.


D.
Communications security.

2.
To frustrate attempts by the enemy to learn of the location, composition, movement, and plans of our armed forces, our communicators and operations must be--


A.
Alert and quick.


B.
Reliable and quick.


C.
Alert and attentive.


D.
Reliable and attentive.
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3.
During the planning phase of a tactical operation, what are the most important communications requirements?


A.
Speed and format.


B.
Speed and security.


C.
Reliability and format.


D.
Reliability and security.

4.
Physical security must be enforced before a message is transmitted and after it is received at a distant station.  Which of the following is an example of physical security of a document or message?


A.
Classify it.


B.
Restricted access.


C.
Log it in the security file.


D.
Record the courier's name.

5.
What is any measure established by a command to protect its telecommunications from traffic analysis?


A.
Physical security.


B.
Emission security.


C.
Electronic security.


D.
Transmission security.

6.
Which of the following is a reason for the introduction of dummy traffic in communications?


A.
Providing emission security.


B.
Disrupting a traffic analysis.


C.
Diminishing message interceptions.


D.
Identifying unauthorized stations.
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7.
How can the possibility of interception of our radio transmissions be decreased?


A.
By encrypting all traffic.


B.
By decreasing the power output.


C.
By installing nondirectional antennas.


D.
By applying emission security measures.

8.
How can you best prevent the successful operation of an unauthorized station in a radio net?


A.
By using an authentication system.


B.
By encrypting all unclassified traffic.


C.
By increasing the flow of dummy traffic.


D.
By establishing emission security measures.
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LESSON 2

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

Item
Correct Answer and Feedback
1.
D.
Communications security.

Communications security (COMSEC) is the protection resulting from all measures designed to deny to unauthorized persons valuable information which might be derived from the possession and study of telecommunications.  (page 2-2, Frame 1.)

2.
C.
Alert and attentive.

The alert communicator assumes the enemy is listening every time he makes a radio transmission.  Through attention to details, COMSEC makes it possible to conceal the location, composition, movement, and plans of our armed forces.  (page 2-2, paragraph 2-1.)

3.
D.
Reliability and security. 

Reliability is always of paramount importance.  However, there is a variable or changeable relationship between security and speed.  In the planning stages of an operation, for example, when only a few persons should know what is contemplated, security is far more important than speed.  (page 2-3, Frame 2.)

4.
B.
Restricted access.

Physical security results from all physical measures necessary to safeguard classified equipment, material, and documents from access to or observation by unauthorized persons.  (page 2-4, Frame 3.)

5.
D.
Transmission security.

Transmission security results from all measures designed to protect transmissions from unauthorized interception, traffic analysis, imitative deception, and direction finding.  (page 2-5, Frame 4.)
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Item
Correct Answer and Feedback
6.
B.
Disrupting a traffic analysis.

Traffic analysis is prevented by using dummy periods of traffic.  (page 2-7, paragraph 2-16.)

7.
B.
By decreasing the power output.

The possibility of interception of radio signals can be reduced by using directional antennas, low power input, and radio listening silence.  (page 2-7, paragraph 2-20.)

8.
A.
By using an authentication system.

Authentication is a security measure designed to protect a communications system against fraudulent transmissions (imitative deception).  The most effective method of preventing imitative deception is by using authentication systems.  (page 2-8, paragraph 2-21.)
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